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Figure 1-2: Protocols working at the same
layer on both the sending and receiving
systems
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Figure 2-2: Sniffing on a hub network provides a limitless visibility window.
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Address Resolution Protocol (ARP)
Offsets| Octet 0 1 2 3
Octet | Bit 0-7 8-15 16-23 24-31
0 0 Hardware Type Protocol Type
4 32 Adﬁ?;fsvﬂ%lh Protocol Address Length Operation
8 64 Sender Hardware Address
12 96 Sender Hardware Address Sender Protocol Address
16 | 128 Sender Protocol Address Target Hardware Address
20 | 160 Target Hardware Address
24+ [ 192+ Target Protocol Address

Figure 7-2: The ARP packet structure




